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9. An agent collaboration system for connecting agents to each other through a 
virtual communication channel, each agent on the virtual communication channel, 
comprising: 

a policy storing part for storing a policy that is a collection of rules containing a 
rule representing a relationship between an attribute of the agent and a role assigned in 
accordance with the attribute; 

a role assignment part having the policy storing part, for providing a role in 
accordance with the attributes of the agent based on the policy, - sa i d role ac oi gnmont 
part sp e cifying appropriate oont e nto of a r o le to bo accign e d to th e a gonto, ba s ed on the 
po l ioy and tho attribute of tho og e nto distributed on th o network ; 

a role-execution condition storing part for storing the role assigned by the role 
assignment part and conditions for executing contents of the role; and 

a processing execution part for executing corresponding contents of a role in a 
case where the execution conditions for the contents of the role are satisfied, and 

wherein the agents collaborate with each other through the virtual communication 
channel based on the policy, 

an authentication entity is provided on the virtual communication channel and the 
authentication entity authenticates access right of each agent to the virtual 
communication channel and contents of a role held by the role-execution condition 
holding part of each agent, 

the authentication entity is divided into a policy approving authority, an attribute 
authority, and a certification authority, the policy approving authority issues a policy 
certification for certifying that a policy is an authentic one, based on an electronic 
signature provided to data describing the policy, the attribute authority issues an attribute 
certification for certifying attributes of each agent, 

the certification authority issues a public key certification for certifying that an 
agent on the network has been authenticated, and 

each agent includes a trust engine for interpreting the policy certification and the 
attribute certification, and the role assignment part specifies appropriate contents of a 
role to be assigned to the agents, based on the policy and the attribute of the agents 
distributed on the network; 

on auth e nticat i on o n frty provided on th e virtua l communication chann e l adapt e d 
to authent i cat e acc e so rights of each agent to th e virtua l communication chann e l and 
contonto of a rol e h e ld by th e ro l o oxocution - condition hold i ng port of oach ag e nt, sa id 
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au thentication entity being divided into: 

o policy approving authority iosuing a policy cortifloation for certify i ng that 
a policy i o an authentic ono, baood on an oloctronio signature provided to data 
doocribing the po l icy; 

an attribute authority issuing an attribut e c e rtification for certifyin g 

attribut e s of e ach agent; and 

a cert i f i cation author i ty inculng o pub l ic k e y certification for certifying th n t rm 
agent on the n e tw o rk hac boon authenticated, oach ogont i ncluding a truet engine for 
i nterpr e t i ng th e policy - certification and tho attributo certificatio n. 
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